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CHAPTER 11 - PRI VACY

1. PURPGSE. This policy establishes Agency principles for
protecting the privacy of individuals who are identified in
he Environnental Protection Agency's information systens and
i nforns Agency enployees and officials of their rights and
responsi bilities under the Privacy Act (5 U S. C 552a). It
suppl ements the EPA regulations in Part 16, Title 40, Code
of Federal Regulations (CFR) and the Agency's Privacy Act
Manual .

2. SCOPE AND APPLICABILITY. This policy applies to an
records under the control of the Agency from which
information on a subject individual is retrieved by a
personal identifier assigned to the individual. The
identifier may be the name of the individual, a nunber, a
synbol or any other specific retriever assigned to such
individual. This policy applies to such records maintai ned
by the Agency in-house or nmaintained by a contractor or
grantee on behal f of the Agency to acconplish an Agency
function.

3. BACKGROUND. In order to protect individual privacy,
Congress passed the Privacy Act of 1974 (5 U. S. C. 552a)

whi ch sets forth requirenents for Federal agencies when they
collect, maintain or dissemnate information about
individuals. The Act requires that Federal agencies respect
the privacy of individuals by (a) collecting a m ni nrum of

i nformati on necessary on individuals, (b) safeguarding the
information and (c) allow ng individuals to inspect and
correct any erroneous information. The EPA has devel oped
this policy and the Privacy Act Manual to inplenent these
requirenents.

4. AUTHORI TI ES.

a. The Privacy Act of 1974, 5 U.S.C. 552a, as anended.

b. OB G rcular No. A 130, Managenent of Federal
| nf or mati on Resour ces.

c. OWB's Privacy Act Inplenenting Guidelines published at
40 Federal Register 28948.

d. 40 CFR Part 16, EPA' s Privacy Act Regul ations.
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5. PQALICY.

a. The Agency wi |l safeguard personal privacy in its
coll ection, maintenance, use and di ssem nation of

i nfornmation about individuals and make such i nformation
available to the individual in accordance with the
requi renents of the Privacy Act.

b. To the greatest extent practicable, information about an
i ndi vidual shall be collected directly fromthe individual

if the information may be used to nake decisions with
respect to the individual's rights, benefits and privil eges
under Federal prograns.

c. Information that the Agency collects and maintai ns about
i ndi viduals shall be relevant and necessary to the
acconpl i shnent of the Agency's purpose as required by
statute or Executive Order. The office concerned shal
establish the relevancy of and need for the information, as
well as the authority to collect it.

d. The information that is nmaintained in a System of
Records shall be kept as accurate, relevant, current and
conplete as possible to ensure fairness to the individual.

e. At least sixty days prior to creation of a new System of
Records or .significant alteration to an existing System

t he Agency shall' submt docunentation to OVB an the
Congress and publish a notice of the Systemin the Federal
Regi ster.

f. Wen EPA creates a new Privacy Act systemof records, it
must prepare a witten Privacy Act Statenent. Each tine the
Agency requests that an individual provide information,

i ncluding a social security nunber, to be maintained in the
Privacy Act system of records, the Privacy Act Statenent
shall be made available to the individual. The St at enent
will informthe individual of the |legal authority for
collecting the information, whether disclosure of the
information by the individual is nmandatory or voluntary,

t he purpose for which the information is being collected,
the routine uses which may be nade of the information, and
the effects on the individual if the individual does not
provide the information. Wen EPA asks an individual
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to provide his or her social security nunber and that nunber
is not to be incorporated into a Privacy Act system of
records, the Agency nust, nevertheless, informthe

i ndi vi dual of the authority for collecting the social
security nunber, the uses to be nade of the nunber, and

whet her di scl osure of the nunber by the individual is

vol untary or nmandatory.

g. The Agency, upon witten request froma subject

i ndi vidual, shall notify the individual that it is

mai ntai ning a record on hinher and nust grant the

i ndi vidual access to the record, unless the Agency has
publ i shed a rule exenpting the System of Records fromthis
requirenent. In addition, the Agency shall anmend such
record upon request, unless the Agency has published a rule
exenpting the Systemfromthis requirenent, whenever the
subj ect individual proves that the record is not accurate,

rel evant, current or conplete. |If the Agency does not grant
access to or anend an individual's record upon request, it
shall inform or amend such record and advi se hi m her of

hi s/ her appeal rights.

h. The Agency must not disclose information fromrecords
mai ntained in a System of Records to any person or agency,
except with the witten consent of the individual to whom
the record pertains. There are, however, twelve exceptions
whi ch permt disclosures wthout consent of the individual.
Any ot her disclosure of the records (other than to the
subject individual) is unauthorized. See the Privacy Act
Manual for further discussion of these exceptions.

i. Except for disclosures to EPA officials and enpl oyees
with an official need to know and di sclosures required to be
made under the Freedom of Information Act, an accounting of
the disclosures that are made froma System of Records nust
be mai ntai ned by the System Manager. Each accounting nust

i nclude the date, nature and purpose of disclosure and the
name and address of the person or agency to whomthe

di scl osure was made. The accounting nust be retained for
the life of the record or for five years after disclosure,
whi chever is |onger.
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6. RESPONSIBILITIES.

a. The Assistant Adm nistrators, Inspector Ceneral, General
Counsel , Associate Adm nistrators, Regional Adm nistrators,
Laboratory Directors and Headquarters Staff Ofice Directors
are responsible for:
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(1) Inplenmenting the Privacy Act and the requirenents
specified in this policy and the Privacy Act Manual wthin
their respective areas. They are responsible for
designating an appropriate EPA enpl oyee to serve as System
Manager for an existing or proposed System of Records.

b. Director, Information Managenent and Services D vision,
I MSD), OFfice of Information Resources Managenent is
responsi bl e for providing overall managenent and policy

gui dance.

c. The Chief, Information Managenent Branch, IMSD, is the
Privacy Policy Oficer and is responsible for policy,
procedures and oversight of the Act. He/she adm nisters
activities related to establishnent, alteration or

term nation of Systens.

d. The General Counsel serves as the EPA Privacy Appeal s
Oficer and is responsible for interpreting the Act,
review ng Privacy Act notices, regulations, policy
statenents and rel ated docunents for |egal form and
substance and deciding all witten appeals of negative
determ nati ons.

e. The Director, Personnel Managenent Division is
responsi ble for review ng proposed or altered systens for
per sonnel managenent inplications.

f. Each Manager and Supervisor is responsible for
i npl enenting the provisions of this Manual and the Privacy
Act Manual within their respective areas.

g. The System Manager is responsible for
(1) Applying approved Privacy Act policies and procedures

relating to an existing or proposed System of Records and,
when appropriate, inplenenting additional practices and



procedures to cover special conditions or situations that
may arise within the System of Records. |In addition, the
System Manager is responsible for

(a) Preparing docunentation required by the Privacy Act,
i ncludi ng notices of new, altered or term nated System of
Records for publication in the Federal Register
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(b) Mking initial decisions whether to grant an individual
access to his/her records or anend such records and whet her
to extend the date of initial determ nation concerning
requests for access to or anmendnent of records under the
Act .

(c) Safeguarding the System under his/her jurisdiction.

(d) Inform ng enpl oyees having access to a System of Record
of the penalties under the Privacy Act.

7. DEFI N TI ONS.

a. "Access" neans availability of a record to a subject
i ndi vi dual .

b. "Disclosure"” neans the availability or release of a
record to anyone ot her than the subject individual.

c. "Individual" neans a citizen of the U S. or an alien
lawfully admtted for permanent residence. It does not

i ncl ude busi nesses or corporations and, in certain

ci rcunst ances, may not include sole proprietorships,
partnershi ps or persons acting in a business capacity
identified by the nane of one or nore persons.

d. "Mai ntain" neans to collect, use or dissem nate when
used in connection with the term"record"; and, to have
control over or responsibility for a System of Records when
used in connection with the term "System of Records.”

e. "Personal identifier" is any individual nunber, synbol
or other identifying designation assigned to an individual,
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but not a nane, nunber, synbol or other identifying
designation that identifies a product, establishnment or
action.

f. "Record" means any coll ection or grouping of

i nformati on about an individual that is naintained by the
agency, including but not limted to the individual's
education, financial transactions, nedical history and
crimnal or enploynent history and that contains his/her
name or an identifying nunber, synbol or other identifyier
assigned to the individual, such as a finger or voice print
or phot ogr aph.
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g. "Routine use" nmeans, with respect to the disclosure of a

record to a person or agency other than EPA, the use of a
record for a purpose which is conpatible with the purpose
for which the record was collected. It includes disclosures
required to be made by statute other than the Freedom of
Information Act, 5 .S.C. 552. It does not include other

di scl osures which are permtted to be made w thout the
consent of the subject individual pursuant to Section
552a(b) of the Privacy Act, such as disclosures to EPA

enpl oyees who have official need for the record, to the
Bureau of the Census, to the General Accounting Ofice or to
t he Congress.

h. "Subject individual" is the individual to whoma record
pertains.

i. "System Manager" is the EPA enpl oyee designhated as the
responsi bl e manager of a System of Records.

]. "Systemof Records" within the nmeaning of the Privacy
Act is a group of any records under the control of the
Agency fromwhich information is retrieved by an

i ndividual's nanme or sone personal identifier, such as a
soci al security nunber assigned to the individual.

8. PROCEDURES AND GUI DELI NES. Procedures for carrying out
the provisions of this Chapter are found in the Privacy Act




Manual . O her guidance.is found in:

a. Forns Managenent Manual, Chapter 1, for forns devel oped
in connection with the Privacy Act.

b. Federal Acquisition Regulations Subpart 24.1 and EPA
Acqui sition Regul ations Subpart 15-24.1 for contracts

i nvol ving collection and mai ntenance of information on

i ndi vi dual s.

c. Delegations Manual 1-33 for authority to make
determ nations on appeals fromthe initial denial and to
make determ nations on correction or anmendnent.

d. Reports Managenent Manual, Chapter 4, for policy on
collecting information fromthe public.

e. Records Managenent Manual, Chapters 1 and 3, for
managenent and di sposal of records.
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f. Freedomof Information Act Manual for Freedom of
| nf ormati on procedures.

g. Federal Register Docunent Drafting Handbook for
preparation of Federal Register docunents.

h. Facilities and Support Services Manual, Security Vol une,
Part 111, Chapter 13, for security requirenents for Privacy
Act dat a.

9. PENALTIES. The Privacy Act inposes crimnal penalties
directly on individuals if they violate certain provisions
of the Act. Any Federal enployee, for instance, is subject
to a m sdeneanor charge and a fine of not nore than $5, 000
whenever such enpl oyee:

a. Knowi ng that disclosure is prohibited, willfully
di scl oses in any manner records in a Systemof Records to
any person or agency not entitled to access to such records.

b. WIIfully maintains a System of Records w thout
publ i shing the prescribed public notice on the Systemin the
Federal Register.



c. Knowingly and willfully requests or obtains any record
fromany System of Records under false pretenses. (The
penalty for violation of this provisionis not limted to
Federal enpl oyees).

(The System Manager is responsible for making enpl oyees

working with a System of Records fully aware of these
provi sions and the correspondi ng penalties.)
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